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1 Creating a folder in NETLOGON for SAMLite scan scripts
Logon to your AD Server and go to the NETLOGON folder. The NETLOGON folder normally is:

C:\Windows\SYSVOL\sysvol\domain\scripts

Create a folder in scripts called SAMLite. Example:
C:\Windows\SYSVOL\sysvol\domain\scripts\SAMLite

Next, logon to your SAMLite server.

Go to:

C:\Program Files (x86)\SAMLite\V5\WebDash\LoginScripts

Edit the SAMScanConfig.txt file

_lnix]
File Edit Format WView Help
ScriptTimeout=3600 =]

scanTag=MainScan
MaxRandomDelaySecs=60

IncomingPath=http: IIEWMEW/SAMH teWebService/WebSvc. asmx/Submi tXML
#IncomingPath=\\TheSAML1teServerAddress\SAMShare$‘\Incoming

WLANInfoEnabled=0

GeolLocEnabled=0

GeoAddrEnabled=0

GetRunningProcessesEnabled=0

RunningProcessesAsSoftware=0

GetMSExLicEnabled=0

OrganizationID=SAML1te0Org

OrganizationKey=494332blab6d585e3ee95fdlclb9f0as

[ |

Replace TheSAMLiteServerAddress in the IncomingPath with the correct IP address or the working fully
qualified domain name for the SAMLite server. Replace http with https if you wish to use https and have
set up https and have a valid https certificate installed.

Copy the following files to C: \Windows\SYSVOL\sysvol\domain\scripts\SAMLite

SAM.bat
localscan.vbs
SAMScanConfig.txt
wifihelper.exe

The wifihelper.exe file is only useful if you are going to use the geolocation features. It rescans the WiFi
information so that the machine’s geographical location can be more accurate.

30f33



SAMLite: Active Directory Configuration

2 Setting up Scheduled Tasks scanning

The Scheduled tasks scan only works for Windows Vista/2008 and later machines by default. For scanning
Windows XP/2003 machines please refer to the “Setting up Logon Script Scanning” section.

2.1 Creating the SAMLiteScan Group Policy Object

[ Group Policy Man
# File  Action View Window Help AE
=22 o @
5 Group Policy Managernent Group Policy Objects in adtest2.here
4 Forest: adtest2 here "Canlerts | Diclegation|
4 (24 Damains -
4 5 adtestLhere Hame GPO Status WMl Fiter Muodified Quner
s/ Default Domain Policy <[ Default Domain Cantrollers Policy Enabled Hone 4/26/2016 350:20 PM Domain ddmins (ADTEST2Y
> (2] Domain Controllers =] Default Domain Policy Enabled Hone 4/26/2016 35326 PM Domain ddmins (ADTEST2Y
>[5 Broup Policy Objects

b [ WM Filters
» [F] Starter GPOs
o [ Stes
§# Group Policy Madeling
% Group Policy Results

T

2 Graup Policy object(s)

Launch Group Policy Management and select Group Policy Objects

Right-click blank space and select New

Mew GPO -

Hame:

| SAMLiteScan |
Source Starter GPO:

| [hione] v |

(] | | Cancel |
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[-{ Group Policy Ma
(4 File Action View Window Help

-=
ad @
5 Group Policy Managerent Group Policy Objects in adtest2.here
a Forest adtest2 here m
4 [ Dormains =
4 5 adiest2here Name GPO Status ‘il Filker Modified Owner
s Default Domain Policy (=] Default Domain Controllers Policy Enabled None 4/26/2016 250:20 PM Domain &dmins (ADTEST 2\
> 2] Domain Controllers (=] Defaul Domain Policy Enabled None 4/26/2016 353:26 PM Domain Admins (ADTEST 24
> [ 5 Group Palicy Objects =l SAMLiteS can Enabled None 5A12/2016 .04:20 PM Do Adming (ADTEST 2\
> [ WM Filters
> [ Starter GPOs

.+ Sites
£ Group Policy Modeling
% Group Policy Results

T

3 Group Policy object(s)

Right click on SAMLiteScan and select Edit, to set up the Scheduled tasks.
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2.2 Setting up Scheduled Scans for Windows Vista/2008
Note: this older type of Scheduled Task may be incompatible with Windows 10 or Windows Server 2016

and newer operating systems. Please refer to the next section for configuring the newer type of Schedule

Task.

_=[ Group Policy ManagemerE Eaiﬂ"

ESNEET)

File  Action Yiew Help

=] sAMLiteScan [SAMLITE-ADTEST2ADTEST2 HERE]
a4 & Computer Configuration
a [ Palicies
b [ Software Settings
B[] Weindows Settings
b [ Administrative Ternplates: Policy defini
a [ Preferences
b [ Windows Settings
4 (@] Contral Panel Settings
Bl Data Sources
g Devices
q‘ Folder Options
g Local Users and Groups
Netwark Options
Q;% Poweer Options

gﬁ Printers

Scheduled Tasks

% Services

a 2, User Configuration
» 1 Policies
b ] Preferences

4 I

=

e | rE A =z Bl DO +

Scheduled Tasks

Processing

Description

Ma palicies selected

\ Preferences

Extended

Order Action Enabled

There are no iterns to show in this wiew,

Scheduled Tasks

Go to Computer Configuration, Preferences, Control Panel Settings, Scheduled Tasks

6 of 33



SAMLite: Active Directory Configuration

Right click blank spot and select New -> Scheduled Task

Task. |Schedu|e | Settings | Common |

ﬁ Ackion: |Replace

Mame: | SAMLite Scheduled Scan

Eun: | WOUR, ADYMETLOGOM SAMLILe) SAM, bat

Arguments: |

Stark in: |

Comments: |

|:| Run as

User Marme: |

Password: |

Canfirm Password: |

[w] Enabled ¢scheduled task runs at a specified time)

| | Cancel | | Apply | | Help

Replace Your.AD with your AD domain e.g. yourdomain.com

Then click on the Schedule tab, check Show Multiple Schedules and select a desired start time for the

scan. Notice the 1. This means you are editing the first schedule.

- Schedule | Settings | Comrman

| 1. Rur on a daily basis

Scheduled Task: Skart kime:

|Daity v||[ioooooam 2| [Advanced. . |

Schedule Task Daily

Every |1 3: day(s)

[w] show mulkiple schedules

Ok | | Cancel | | Apply | | Help
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Click New to add more start times if you want. Notice the “2.” This means you are editing the second
schedule.

- Schedule | settings ICommnn

|2. Run on a daily basis

Scheduled Task: Statt time:
|Dail\,f V||12:E:DD P %H Advanced... |

Schedule Task Daily

Every |1 3: dav(s)

Show multiple schedules

(0] 4 | | Cancel | |

Click on the Settings tab:

Schedule | Settings | Comman

Scheduled Task Completed
[ ] pelete the bask if it is not scheduled ko run again.

[ Stop the bask i it runs for: hour{s) minukels)

Idle Time

[Jonly start the task if the computer has been idle for at least:

minukels)

If the computer has not been idle that long, retry for up to:
it

[ ] 5top the task if the computer ceases to be idle

Paower Managermenkt

[JDon't skart the task if the computer is running on batteries
[ ] 5top the task if battery mode begins

[]ake the computer bo run this task

ok | | Zancel | | Apply | | Help

Stop task if it runs for 2 hours. Start task even if on batteries. Don’t stop if battery mode begins.
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| Task, | Scheduls | Settings | Comman |

Cpkians comman ko all ikems
E Stop processing ikems in this extension i an error occors,

[ ]Run in logged-on user's security conkbext {user policy option),

[w]Remove this item when it is no longer applied. !

[ ] apply once and do not reapply,

[ Item-level targeting, Targeting. ..

Description

Ik | | Cancel | | Apply

Common tab should look like the above. Ensure that “Remove this item when it is no longer applied” is
selected so that the task is removed when the policy no longer applies.
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2.3 Setting up Scheduled Scans for Windows 7 and later
This section is if you don’t have any computers with older Windows OSes and want to setup a Scheduled
Task for Windows 7 and later operating systems.

Go to Computer Configuration, Preferences, Control Panel Settings, Scheduled Tasks

Right click blank spot and select New -> Scheduled Task (At Least Windows 7)

General |Triggers | Actions I Conditions I Settings ICommon

ﬁ Action: |Replace

Mame: | sAMLite Scheduled Scan 2

Author: ISAT admlvivech

Description: SAMLite Scan For Windows 7 and later

Security options

‘When running the kask, use the Following user account:

| | Change User or Group...

®) Run only when user is logged on
() Run whether user is logged on or not

[l oo nat stare passwaord, The task will anly have access to local resources,

[]Run with highest privileges

[Hidden Configure for: | windows Vistaii v or Windows Serverii 14 2008

oK | | Cancel | | Apply

Click on Change User or Group.

Select thiz object type:

|L|ser ar Built-in zecurity principal | | Object Types. . |

From thiz location:

|isat.u:u:um || Locations. .. |

Enter the object name to select [examples):

syzter| | Check Mames

Type system and click Check Names
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Mare than one object matches the fallowing object name: "swstem®. Select an
object from thiz list ar, to reenter the name, click Cancel

Matching names:

% System Managed A,
&, Spstembailboxd160...

2, Spstemiailbax{2CE...
2. Spstemtaiboxifioe. ..
2. SpstemMailbox{32C. .
2. Spstemaiboxibhs. ..
2, SpstemiailbaxiCIE. .
25 SpstemMailboxdDO...

33 Systermi ailboxfedd...

Logon Mame [pre-win...

System Managed Acc...

SM_fadf4f0bfO00f 4468

SM_32ed4B44a21bd47..
SM_bBd1683b46c248..
92CCASEZ-4EEF-47C...
SM_e7dB2720007edc..
C1EG3ESZ-BE1E-44E...
Sh_be43625200a641. .
Sh_4b7eedabdbob45..

E-Mail &ddress

Systermiailbox{1i05a...

Systermiailbox{2CE34. .

Systemt ailbox{8cc37.
Systertailbox{92CC. ..
Systemi ailbox{bbSSE. ..

Systemiailbox{CT1ERS...

Systemtailbox{DOE 4...
Syztermiailboxie0dz...

In Folder

igat.com/Builtin
isat.com/Users
izat.com/Users
izat.com/Users
izat.com/Microzoft Ex...
igat.com/Users
izat.com/Microzoft Ex...
izat.com/Users
izat.com/Users

[].4 | | Cancel

Select SYSTEM and click OK.

Select thiz object tupe:

|L|ser or Built-in zecurity principal | | Object Types... |

Frarm thiz location:

||sat.|:|:|m || Locations. .. |

Enter the abject name to select [examples]:

SYSTEM

| Check Mamesz

I

Cancel |

Click OK.
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General | Triggers | Actions | Conditions I Settings | Common

E Action: | Replace

Mame: | SAMLie Scheduled Scan 2

Author: ISaTadmlylvech

Description: SAMLite Scan For WWindows 7 or later

Security oplions

when running the task, use the Following user account:

| NT AUTHORITY Sy skem | | Change User or Group. ..

() Run only when user is logged on
(®) Run whether user is logged on or not

Do not skore password, The kask will only have access to local resources,

ERun with highest privileges:

[Hidden Configure For: | ywindows Yistaii Ve or Windows Serveriita 2008

QK | | Cancel | | Apply | | Help

Select Run whether user is logged on or not. And Run with highest privileges.

Then click on the Triggers tab.

| General | Triggers |Acti0ns I Conditions I Settings | Camman |

‘when wou create a kask, wou can specify the conditions that will trigger the task,

Trigger Details

Delete |
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Click New to create a new trigger.

Beqin the task: |On a schedule W |

Setkings

) One time Start: | 2402020 w | |12:3EI:1 0 Pk [ Synchranize across time zones
® Daiy

) ekl RECUr every: |:| days

() Monthly

Advanced Settings

[ elay task For up ko frandom delay): | 1 minute W |

[Irepeat task every: | 1 hour W | for a duration of;

[ ] =top all running kasks at end of repetition duration

[ Stop task if it runs longer than:

[ |Expire: | 3/24/2020 || 4:52:10 FM E| [ | synchronize across time zones
[w Enabled

(0] | | Cancel

Click OK.

|Genera| | Triggers |.|'-\ctions I Conditions I Settings I Cormmon |
when vou create a task, you can specify the conditions that will trigger the task,
Trigger Details Skatus
Doaily Ak 12:30:10 PM every day Enabled
New... | | Edt.. | | Delete |
| QK | | Cancel | | Apply | | Help
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Create more triggers as desired. Example:

General | Triggers | Actions | Conditions | Settings | Commaon

When you create a kask, vou can specify the conditions that will trigger the kask,

Trigger Details

Duaily Ak 1:05:05 PM every day

Ak skartup Ak syskem startup

Draily Ak 10:05:02 AM every day

Draily Ak 420005 PM every day

Ak log on Ak log on of any user

On warkstakion unlock, Cnowarkskation unlock of any user

Some possible options:

e At startup = on machine startup
e Atlogon = at local logon or remote desktop logon (but not reconnect)
e On connection to user session (remote) - if remote desktop reconnect

Stakus

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

e On connection to user session (local) - if reconnect to existing session locally.

e On workstation unlock - only if unlocking screen locally

e On an event — when an Event occurs (e.g. System, Microsoft-Windows-Power-Troubleshooter,

Event ID:1 for wakeup/resume)

More than one trigger can be active. E.g. you can add “At log on” and “On workstation unlock”.

Suggested are a daily scan and a log on or start up and wake up event scan with delays of 1 minute or 30

minutes.

Next, click on the Action tab.
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| General I Triggers | Actions |Conditions | Settings I Carnmon |
wehen wou create a task, wou must specify the action that will occur when your task skarts,
Action Details
Mew.. | | Edt. | | Delete |
| Ok | | Cancel | | Apply | | Help
Click on New...

‘fou must specify what action this task will perform,

Ackion: |Start a program W

Settings

Program/script:

‘ \our ADYMETLOGORSAMLiEE|SAM. bat | | Browse. . |

fdd argumentsioptional): | | |

Start infoptional); | |

| al'4 | | Cancel

Replace Your.AD with your AD domain e.g. yourdomain.com

Click on the Conditions tab.
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| General |Triggers I Actions | Conditions |Settings I Camman |

Specify the conditions that, along with the trigger, determine whether the task should run, The task will not
run if any condition specified here is not krue,

Idle

[ 5tart the task only if the computer is idle For: | S minutes W |

waik For idle For: | 1 hour . |

[I5kap if the camputer ceases b be idle

[ IRestart if the idle stake resumes

Power

[]skart the task only if the computer is on AC power
[ Stop if the computer switches bo battery power
[Jwake the computer bo run this bask

Mekwark

[Wl5tart anly if the Following nebwork, conneckion is available:!

|.C\ny conneckion w |

| a4 | | Cancel | | Bpply | | Help |

Start only if the computer might have network connectivity.

Click on the Settings tab.

| General I Triggers I Actions I Conditions | Settings |Cu:ummu:un |

Special additional settings that affect the behavior of the task.

[] allows bask to be run on demand

[] Run kask as soon as possible after a scheduled start is missed

[]1f the task Fails, restart every: | 1 minute V|
Atkermpt bo restart up ko times
[] Stop the task i it runs longer than: |2 hiours W |

[#] 1F the running task does not end when requasted, Force it ta stop

[]1f the taskis nat scheduled ta run again, delete it after: |3':| days v

If the task is already running, then the Following rule applies:

|Stu:u|:u the existing instance v

ol | | Cancel | | Apply | | Help |
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Recommended settings are as above. Click on the Common tab.

Mew Task (At least Windows 7 Properties

| General I Trigaers I Actkions I Conditions I Settings | Cornman |

Options common to all items
Stop processing items in this extension if an error occurs,
Fun in logged-on user's security conbext (user policy option).
[#] Remaove this item when it is no longer applied.
Apply once and do nak reapply.
[I1tem-level targeting. Targeting. ..

Description

| [uls | | Zancel | | Apply | | Help

Recommended settings as above. Click OK.
You now have created the SAMLiteScan group policy object.
Next link it to the domain or OUs you wish it to be applied to.

Right click on the target domain.
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4 Group Policy Manage; fell

Z File  Action  Wiew ‘Window Help

L ] o EANERETN 7 o

- &

_é Group Policy Management adtest2.here
4 A} Forest: adtest2 here Linked Graup Policy Objects | Group Policy Inheritance | Dilegation

4 (24 Domains

4|55 adtest2 here Link Qrder GPD Enforced Link Enabled
s Default Domain Palicy 1 s/ Default Damain Policy Mo Yes
4 2 Domain Controllers
s/ Default Domain Cantrollers
2| ComputersExcludedFrom3Scan
+ [ Graup Policy Objects
» [ WMI Filters
> [ Starter GPOs
- [ Sites

roup Policy Modeling
2 Broup Policy Results

GO Status
Enabled

WM Filter

Mone

Modified
4/26/201...

Diomain

adtest2..

d| 54
PR o Create a GPQ in this domain, and Link it here...
|
s B 50 Link an Existing GPO..,
s [3] Sh Black Inheritance
» (5] Te Group Policy Update...
s o Te
s [ Te Group Policy Modeling Wizard...
a [ Gr Mewe Qrganizational Unit

Select Link an Existing GPO.
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[ Select GPO [ o5 |

Look in this domain:

adtestz, here - ]

Group Policy objecks:

Marme

Default Domain Contrallers Palicy
Defaul: Domain Policy

SAMLikeScan

(04 ] [ Cancel

. -

Select SAMLiteScan, click OK.
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3 Setting up Logon Script Scanning
This method works on Windows XP/2003 machines. For more recent Windows versions it is
recommended to use the Scheduled Task method which does not require users to logon regularly.

3.1 Creating the SAMLiteLogonScan Group Policy Object

[ Group Policy M2 |
& Ele Action View Window Help AEE
= #E 6]
5 Group Policy Managernent Group Policy Objects in adtest2.here
4 Forest: adtest2 here "Canlerts | Diclegation|
4 (£ Domains -
4 5 adtestlhere HName GPO Status WM| Filter Modified Owner
i/ Default Domain Policy (=] Default Domain Controllers Policy Enabled Hone 4/26/2016 350:20 PW Domain dmins (ADTEST2!
» (2] Demain Contrallers =/ Default Domain Folicy Enabled Hone 4/26/2016 35326 FM Domain Admins [ADTEST2!
> | % Group Policy Objects

b [ WM Filters
» [F] Starter GPOs
o [ Stes
§# Group Policy Madeling
% Group Policy Results

T

2 Graup Policy object(s)

Launch Group Policy Management and select Group Policy Objects
Right-click blank space and select New
mewspo x|

Name:
ISAM LiteLogonScan

Source Starter GPO:

I{none} j

Click OK
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E Group Policy Management Editor - |EI|5|

Eile Action View Help

&= |7=E=H=

_E_I SAMLiteLogonScan [ARCHITECT.IS E Scripts (Logon/Logoff)
[l i Computer Configuration

" Policies

- Logon
| Preferences o9
= Kz_, Us_er Caonfiguration Display Properties =1 Logoff
B [ Polides CTopertes.
| Software Settings Description:

B[] Windows Settings Contains user logon scripts,

(=] Seripts (LogonjLog

_—1!, Security Settings

|2 Folder Redirection

aliy Policy-based Qos

= Deployed Printers
{1 Internet Explorer I
~| Administrative Templat

" Preferences

4] | _'I Extended 4 Standard /

Edit the SAMLiteLogonScan policy and go to User Configuration, Policies, Windows Settings, Scripts
(Logon/Logoff).

Right click Logon, click Properties.
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3.1.1 Copy Logon script files to the Group Policy Object
Logonproperties K|

Scripts | PowerShell Scriptsl

Logon Scripts for SaMLiteScan

M ame | Parameters |

Edit...

I

Hemowve

To view the soript files stored in this Group Policy Object, press
the button belaw.

ShowFies.. |

Cancel Spply

o |

Click Show Files

l Logon

—

O |

j [@] I Search Logon

File Edit Yew Tools Help

| Size |

Organize *  Mew folder
- . =
‘v Favorikes ame Date modified Type
B Desitop This Falder is empty.
& Downloads

| Recert Flaces

7 Libraries
3 Documents ;I
Offline status: Cnline

0 items
] CFfline availability: Mot available

Copy the scan script files into this folder from:
C:\Windows\SYSVOL\sysvol\domain\scripts\SAMLite

22 of 33



SAMLite: Active Directory Configuration

l Logon

————,

L3 j\ ) I Madtest2 here\Sysvoliadtest2, here\Policies) {6E481 8FC-58CA-4834-8619-A93E3CSD5A03}H User| ScriptsiLogon

j l‘i}] I Search Logon

File Edit Yew Tools Help

Organize *  Mew folder

[ Favorites = Mame - Date modified Type | Size
B Desktop E;i localscan, vbs 62812016 6:03 PM WESCript Script File 112 KB
& Downloads [ sam.bat 5/13/2016 345 PM  Windows Batch File 1KB
Al Rorent Places | SAMScanCarfig.tet 6{29/2016 11:37 &M Text Document 1KB

4 Libraries
3 Documents LI

3 itermns OFfFling status: Onling

[ Cffline availability: Mok available

Close the window.

Logon Properties ﬂ |

Scripts | PowerShell Scripts I

Logon Scripts for SAMLiteScan

M ame | Parameters |

Edit..

Hemowve |

To view the zcrpt files stored in this Group Policy Object, presz
the button below.

Show Files. .

k. Cancel Smply

Go back to Logon Properties and click Add...

Add a Script |

Script Hame:

|| Browse. .. |

Script Parameters:

[F: I Cancel
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Click Browse.

Browse

(_;; (_} | . = User - Scripks = Logan v l‘i’]l Search Logon !/-]
Orgamize *  Mew folder =+ O -E.-

T Favorites SIS | Date maodified | Tvpe
=4,

M Desktop localscan. vbs 6/28/2016 6:03PM  WBScript Script F
4 Downloads

16 3:45 PM

v
=l Recent Places

|| SAMScanConfig, txk B/29/2016 11:37 AM  Text Document

il Libraries
3 Docurnents
J’- Music
= Pickures

E Yideos

18 Computer
?I_ii Metwork,

4| | i
File name; Isam.hat j IAII Files j

Qpen Cancel |

Select sam.bat and Open.
Add a Script |

Script Mame:

Isam.bat

Script Parameters:

k. Cancel

Click OK.
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Logon Properties ﬂ |

Scripts | PowerShell Scripts I

f Logon Scripts for SAMLiteScan

M ame Parameters

zam.bat

Edt..

ik

Hemowve

To view the zcrpt files stored in this Group Policy Object, presz
the button below.

Show Files. .

k. Cancel

Apply

Click OK. And you are now done with Configuring Logon Script scanning.
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4 Creating a WMI Filter for Windows XP and 2003
Next create a WMI Filter for Windows XP and 2003 only. This is if you wish to limit the SAMLiteLogonScan
policy to only XP and 2003 machines (the scheduled task policy will work for newer Windows OS).

E Group Policy Management ;IEIEI
3 File Action View Window Help |_|_|- & ]
&= 2= 8| |HFFE
] oA 2l |wni Filters in isat.com
|2 | SAMLiteTest :
2 5CsMPrad Corterts | Delegation |
|| Sharepoint MName = | Description
% Tengga S DirectAccess - Laptop only WM fiter
% Testing  Windows Clients Windows clients onhy
|5 Group Policy Objects
I /M Filters
[ 5] Starter GPOs
_'E Sites
5E¥ Group Policy Modeling a | ]
[, Group Policy Results -

Right click in the blank space and select New...

Newwmifiter x|
Name:
I"Mnduws ¥P/2003 only
Description:
IOnh.r ¥P and 2003 machines|
Gueries:
MNamespace | Guery | Add |
Eemove |
Edit |
Save Cancel
Click Add
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x

Namespace:

Irout"\EIM'u'E Browse. . |
Query:

|select ~from Win32_OperatingSystem where Version lilke "5.1%" or ;I
Version like "5.2%"|

[ ok | cance |

Set the query accordingly. Click OK

NewwmiFker x|
Name:
I"Mnduws ¥P/2003 only
Description:
IOnh.r ¥P and 2003 machines
Gueries:
MNamespace | Guery |
rootiCIMv2 select ™ from Wind?_OperatingSystem where
Version like "5.1%" or Version like "5.27%° Remove
Edit |
Save Cancel
Click Save.
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4.1 Applying the WMI Filter to the SAMLiteLogonScan GPO

SAMLiteLogonScan
Scope | Detailsl S&ttingsl Delegation I
Links=
Display links in this location:

Iisat.u:u::m
The following sites, domains, and OUs are linked to this GPO:
Location =

| Enforced | Link Enabled | Path

1

Security Fltering

The settings in this GPO can only apply to the following groups, users, and computers:
Name =

I
82 muthenticated Users

Add... Remove | Froperties |

WMI Filtering
This GPO iz linked to the following YWMI fitker:

I “None:

j [Ipemn |

Select the SAMLiteLogonScan GPO.

Click on the drop-down in WMI Filtering and select “Windows XP/2003 only”

Group Policy Management

x|

Click Yes.
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SAMLiteLogonScan
Scope |Details | Settings | Delegation
Links=
Display links in this location:

The following sites, domains, and OUs are linked to this GPO:

Location “ | Enforced | Link Enabled | Path

1

Securty Fltering
The settings in this GPO can only apply to the following groups, users, and computers:

Name =
155151
Remaove | Froperties |
WMI Riltering
This GPO iz linked to the following WMI fitker:
| Windows XP/2003 only | Open

You now have created the SAMLiteLogonScan group policy object and ensured that it can only apply to

the Windows XP/2003 machines.

You may also wish to add the Software Restriction policies to this group policy object. To do that refer to

Section 2 “Adding Software Restriction Policies.”

Next link it to the domain you wish it to be applied to.
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5 Excluding Computers from the SAMLiteScan policy
To apply the SAMLiteScan policy on only certain computers. Select the SAMLite Scan GPO then in the

Security Filtering section remove Authenticated Users and add the Group containing the computers you
want scanned.

To apply the SAMLiteScan policy on all computers except certain computers or groups (
https://support.microsoft.com/en-us/kb/816100 )

= rous P Managere N . - S

2 File Action View Window Help _|[=
e #E dlE
|2k Group Palicy Management SAMLiteScan
4 £ Forest adtestlnere Scope | Detals | Settings | Delegation
4 [£ Domains
@ 5 sdeesthere These aroups and users hiave the specifid permission for this GPO
=/ Default Domain Policy Groups and users:
wi SAMLiteScan Mame - Allowed Permissions Inherited
4 [ Domain Controllers 2, Authenticated Users Riead (from Secuity Fitering) Ho
] Default Domain Controllers ||| §2 pomsin Adming [ADTEST2\Domain Adming] Edit settings, delste, modify secuity No
4 [ 5 Group Palicy Objects 92 Enterprise Admins [ADTEST2\Enterprise Admins] Edit settings, delets, madiy security Na
=/ Default Damain Controllers ||| | g2 ENTERPRISE DOMAIN CONTROLLERS Flead No
=] Default Darnain Policy 52 5YSTEM Edit settings, delete, madiy secuity No
=] S8MLiteScan
3 WMLFilters
» (7] Starter GPOs
. [ Sites
55 Group Policy Modeling
% Graup Palicy Results
Add Eemave Propettes
‘ 1 3

Click on Add...

Select User, Computer, or Group

Select thiz object type:

Idzer, Group, or Built-in zecurity principal

Frarmn thig location:

adtezt here Locations. ..

Enter the object name to select [examples):
GRPComputersE scludedFroms can|

Check Mamesz

il

o

] [ Cancel

Add the object (click on Object Types and select Computers if you want to add Computers individually
instead of groups)
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Add Group or User —— - u

GTDUD ar LUser nanme:

ADTEST24ERPCamputersE xcludedFramS can

Permizzions:
Read v]
[ ] ] [ Cancel
Click OK.

Then click on Advanced... (at bottom right of main GPMC console)

SAMLiteScan Security Settings [

SecLrty |

Group o uzer names:

“ACREATOR OWHER -
52 authenticated Users |E
52 5vSTEM

i E"‘ GRPComputersE sciudedFromScan [ADTEST 24GRPComm
52 Domain Adminz [ADTEST 25D omain Admins) ~
14 | m | ¢
[ Add... ] [ Remove ]
Permizzions for CREATOR
wHER Al Dreny

Full contral [ </

Read O [ -

Write [l [ r

Create all child objects [l B\ =

Delete all child objects [ <]

For special permizzions or advanced settings,
click Advanced. —

Learn about acceszs control and permizsions

[ ] _][ Cancel ] Apply
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SAMLiteScan Secunity Settings

Secunty |

Group or uzer names:

5 CREATOR OWwWNER
52 Authenticated Users
B 5YSTEM

52 Domain Admins (A0 TEST 24D omain Admins]

i | 1] [

[ add... H RBemove ]

Permizzions far

GRPComputersE sciudedFromSce Al Dreny

Wwrite [
Create all child objects [
Delete all child objects [l
Apply group palicy [l
Special permizsions

Learn about access contral and permigsions

Far zpecial permizsion: ar advanced zettings,
click Advanced. =

[ (] J[ Cancel ][ Apply

)

A

Select the object/group and scroll down in the permissions and click on Deny for “Apply group policy”

Windows Security

e — — R

e

pertnission, the user is denied that permission.
Do ywou want to continue?

o ou are setting a deny permissions entry, Deny entries take precedence
/ l . over allow entries, This means that if a user is a member of two groups,
one that is allowed a perrmission and another that is denied the same

Click Yes
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= rous P Managerne N - . - S

2 File Action View Window Help

| G|BE

- &=

(2 Group Palicy Managerment
4 AN Forest: adtesthere
4 [ Domains
4 F5 adtestl.here
=i/ Default Domain Policy
=/ SAMLiteScan
4 (3] Domain Contrallers
#i/ Default Domain Cantrollers
4[5 Group Policy Objects
=] Default Damain Corntrollers
=] Default Domain Policy
=] $&MLiteScan
» [ WMIFilters
» [ Starter GPOs
» O Sites
? Group Policy Modeling

% Graup Palicy Results

SAMLiteScan

Scope | Detals | Settings | Delegation

These aroups and users hiave the specifid permission for this GPO
Groups and users:

MName:

82 Authenticated Users

92 Domain Admins [SDTEST2Damain Admins)

92 Enterprise Admins [ADTEST2\Enterprise Admins]

52 ENTERPRISE DOMAIN CONTROLLERS

82 GRPComputersE eludedFromSean [ADTEST25GRPComputersExcludedFromSe.
92, 5YSTEM

Allowed Permissions

Fiead (from Security Fitering)

Edit settings, delete, madiy secuity
Edit settings, delete, madiy secuity
Flead

Custom

Edit settings, delete, madiy secuity

Inherited

Niv
Niv
Niv
Niv
Niv
Niv

Add Remove Propetties

Note: policy changes due to a change in a machine’s group membership only take into effect after the

machine is rebooted.
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